Tema: "HoBoe obopyaosaHue MCO "OpuoH". Moaxoabl K NPOEKTUPOBAHUIO
KOMMJIEKCHbIX cucTem Be3onacHocTn'.

1. OxpaHHO-NOXapHasa N nepmmeTpanbHaa curHanmsauma. OnoseweHne 1 n 2
TMNOB. YNpaBneHune AbiIMOyaaneHNEM.

1.1 HeappecHasa OrlNC. OnoseweHue 1 1 2 TMNOB.

Mpubopkl 1 6nokn pagnanbHeiMu LUC: HoBoe nokoneHue npubopa "CurHan-20M", 6noku "CurHan-
200", "C2000-4" B o6HOBNEHHbIX Kopnycax. Jlornka paboTbl noxapHbix Bxofos B cooTBeTcTBun ¢ FOCT
P 53325-2012.

HoBbIn gbiMoBOM HeaapecHbin nseewartens "OUM-31" ¢ "BYOC-31".

MaructpanbHbln nHTepdenc RS-485, cdwmaumueckana CTpykTypa U MNpOTOKON Mepefayn [aHHbIX;
napameTpbl MHTepdelica, pa3HOBMOHOCTU TONOJIOrMIA, NoBTOpUTENN 1 Npeobpa3oBatenu gna 6nuxHen
CBA3MW.

LlenTpanbHble koHTponnepbl MCO "OpuoH". OCHOBHbIE MOHATUA CUCTEMDI: LUNENdbI, BXOAbI,
pa3gensl. Mynbt "C2000M" 4.1x.

1.2 AgpecHo-noporosas lNC.

MHHoBauMOHHbIN 6nok "CurHan-10", agpecHble noporoeble nsselatenu "ONM-34MA-03", "C2000-
MMMA-03", "MMNP-513-3MAM".

1.3 AgpecHo-aHanorosas [C u apgpecHada OC. PapuokaHanbHble pelleHus. YnpasreHue
OblMOyOaneHuem.

KoHtponnepbl "C2000-KOJT' wn "C2000-KOJ1-21". TMpeumywiectBa apgpecHo-aHanoroson AlC,
ONTUMM3aUMA TEXHUYECKOTO OOCMyXUBaAHUA CUCTEM, CTOMMOCTb BrageHus. OTKa3oyCTOMYMBOCTb
OMIC, moaynu BPN3, BPN3-03; oTBeTBNEHUA U CTPYKTYpa NHUA. HOBbI aBTOHOMHbIN NporpammaTtop
"C2000-AMNA". HoBble dyHKuMmM nporpammbl Uprog, obneryatoLme KOHOUrypmpoBaHUE KPYMHbIX CUCTEM.
Tunosble peweHusa no opradnzauuun OMNN1C, OnTnMmMsauusa n 3KoOHOMUSA Ha aTane MoHTaxa. [porpamma
pacuyéta OMJ1C.

JInHelka afpecHbiX MOXapHbIX, OXPaHHbIX WU TEeXHOMOrM4yeckux muaeellatenei. HoBble nokoseHus
agpecHbix wusBewatenen "C2000-CT wncn.03" un "C2000-CTUK" c dyHKUMEN aHTMMacKMpOBaHMS,
BnbpaumoHHoro mnseellatens "C2000-B" ¢ akTuBHOM camoamMarHocTukon. HoBbI aapecHbIn u3sellaTenb
nnameHn "C2000-MNJ1". AOpecHbli MoXapHbIA fMHenHbIn n3BewaTens "C2000-MNOM" (ocobeHHocTH
NPUMEHEHNs, YCTAHOBKN, KOCTUPOBKM). HoBbIM py4dHon agpecHbin ussewatens UMP-513- 3AM ncn.01
(IP67). AppecHble ycTpoucTBa AauctaHumoHHoro nycka "Y[AIN-513-3AM" pasnnyHbiX WUCNOMHEHUN.
ApnpecHble onosewatenn "C2000-0MNM3" n "C2000-OCT".

ApnpecHass pagmokaHanbHasi noacuctema Ha ocHoBe "C2000P-APP32" (nuHenka noXapHbIX WU
OXpaHHbIX U3BeLLAaTeNeNn, UCMONHUTENbHbIX YCTPONCTB). HoBble pafgmokaHanbHble u3BeLwatenu u 61oku:
"C2000P-CnekTtpoH-609-Exd", "C2000P-COBUI™ pa3nuuHbix mncnonHeHun, "C2000P-Mupon", "C2000P-
Mupon W", "C2000P-BTUN" pasnunyHbix ncnonHenun, "C2000P-43", "C2000P-CI1".

AgpecHble 6510kM ons ynpaeneHus NpMBoAamMm KianaHoB apiMoyaaneHust u seHtunsaumm "C2000-
Cn4/24" n "C2000-Cr14/200". OcobeHHOCTV NOAKMIOYEHNS K Pa3nnYHbIM NPUBOAAM.

AppecHbiin peneriHbiin 6ok "C2000-ClM2 ncn.02". XapakTepuCcTuKn, TUNoBble CXeMbl MPUMEHEHUS.
Bnok uHgnkaumu n ynpasnexusa ONC n knanaHamu "C2000-BKIA".



1.4 PelueHusi ansi B3pBbIOONACHbIX 06 BHEKTOB.

JlnHelka B3pbIBO3ALWMLLEHHbIX  agpecHbix u3Bewartenen un YO  "C2000-CMNEKTPOH".
MopknoueHne CcTopoHHero obopyaoBaHusi, uckpobesonacHble 6Gapbepbl. B3pbiBo3alMLieHHbIE
ucnonHeHus nynsta "C2000M", pe3epBNpOBaHHbIX MUCTOYHUKOB NUTAHWS.

1.5 MNepumeTpanbHas curHanusauus.

KoHTponnep nepumeTtpanbHbix n3selwartenen "C2000-MNepumeTtp". MopaepxuBaemble nsseLLarenu
ToproBbIx Mapok: CT-lMepumeTp, KOMupc, dopresa.

1.6 OxpaHHOe ocBelleHne

NHTerpnpoBaHHble MOAENM NPOXeKTopoB. [MnaBHOe ynpaBneHWe MOLLHOCTbI0 B 3aBUCUMOCTU OT
cuTyaumu.

2. YnpasaeHue rasoBbiM, MOPOLWKOBbIM U BOAAHBIM MOXKAPOTYLLIEHNEM.
PeuyeBoe onoseuieHne 3 —5 TMnos.

2.1 'a30BOE, NOPOLLKOBOE, a3pO30SIbHOE MOXapOoTYLLEHME.

Brnokn noxapHble ynpasneHus "C2000-ACIT" Bep.3.5x. [a30Bble M MOPOLIKOBbIE MOAYNHU,
OCOBEHHOCTU KOHTPOSsS COCTOsIHUSI. HoBble MCnonHeHus KOHTposnbHO-NyckoBoro 6noka "C2000-KMNbB"
3.03 c BO3MOXHOCTbIO KOHTPONS WCMPaBHOCTW JIMHUM C HECKONbKMMMW Harpy3kamu BO BKIIHOYEHHOM
COCTOSIHMM 1 6oKa UHAMKaUMK 1 yripaeneHust noxapotyweHuem "C2000-MNT" Bep.2.5x co BCTPOEHHbIMYU
nHamKaTopamu obpaTHOro oTcyeTa 3agepxkm 3anycka. OcobeHHOCTU 06CnyXMBaHNUA 1 3KCNyaTauum.

2.2 BogfaHoe noxapoTyLieHue.

OcobeHHOCTM BOAAHOrO CnpuHKepHoro TyweHuda. bnok "MMotok-3H" Bep.1.10 ¢ BO3MOXHOCTbIO
TOHKOW HACTPOWKU anroputMoB YMNpaBfieHUs HaCOCHOW CcTaHuuen. Bbnok uHaukauum wn ynpasneHus
BOAAHbIM noxapoTtyweHvem "loTok-BKU". Lkadbl koHTponbHo-nyckosble LWKI1, ynpasnsowme
Harpy3kon 220B/380B, Wkadbl "LWKII-30", "WKIM-110" n "WKIM 250" ¢ dyHKumen "nnaBHOro mnycka".
Wkadbl ynpaeneHus 3agsuxkamm "LLIY 3" Ha 220B/380B. Wkad BBoga pe3epsa "LLIBP".

2.3 PeyeBoe onoselleHue.

Hoeble 6nokn peyesoro onoseleHust "Pynop ucn.02", "Pynop ucn.03" n 6nokun pacwmpenus "Pynop-
BP", paboTatoLwmx ¢ HU3KOOMHbIMKU onoBeLaTenamu. HoBein 610k peveBoro onoseleHusa "Pynop-300" ¢
BbICOKOBOJSIbTHOM NUHWeNn. NHTennekTyanbHble OKOHeYHble mMoaynun "Pynop-300-MK".
MHorononb3oBaTensckas Bepcust nporpammel "Ayanocepsep”. Pacwmputens/yanuHutens curHana o u
UC un nuHenHoro Bxopa "Pynop-AP". HoBbin kKomnnekc TexHudeckmx cpeacts "Pynop - Oducnetuep”
ncn.01. CobcTBeHHas nNuHelka akyctTuyeckux mogynen ONP.

3. DnemeHTbl ancnetyepmsaumnm U aBTOMaTUKKU.

3.1 ABTOMaTU3auua yyeTa pacxoa pecypcos.

AnpecHble c4éTumkmn pacxopa/konuyectea "C2000-ACP1", "C2000-ACP2" n "C2000-ACP8". Mpubop
yuyeTa "Pecypc-GSM". APM "Pecypc". HoBble pagnokaHanbHble U NPOBOAHbIE CYETYMKM COBCTBEHHOMO
NpOW3BOACTBA.

3.2 YnpaBneHne NHXeHepHbIMU CUCTEMaMU 34aHUNA.

BbazoBble KoHTponnepbl "C2000-T", "C2000-T ncn.01".



MK "M3000-T". Bnokn BBoga/BbiBoga ¢ npotokonom Modbus-RTU "M2000-4" n "C2000-KAOJ1-
Modbus". SCADA cuctembl (MactepSCADA, Kpyr2000, Rapid SCADA). HoBbii TepmornrpomeTp c
unHgukatopom "M2000-BTN". TotoBoe "KOpobo4yHOE" pelleHVe p[na opraHMsauMnm MOHUTOpPUHra
BNaxHocTn n temnepaTypsl "KBT".

4, OpI'aHl/I3aLI,VIH INEKTPONMUTAHUNA CUCTEM 6e3onacHocTw.

4.1 Pe3epBUpOBaHHbIE UCTOYHMKU NUTAHWUS O6LLLEro MPUMEHEHNS.

JocTynHble ucTouHMKM nuTaHus  "PUM", manorabapuTHble WUCTOYHWKM nuTaHua "MUM".
LononHuTtenbHble nepudepuiiible Moaynu: Moaynb npeobpa3oBaHUs HaMNpsXeHWi, Moayfb KOHTpOns
COCTOSIHUMSA, HOBbIV 610K 3awmTHBIN ceTeBon "B3C ncn.01"., 610K 3aWNUTHBIA KOMMYTaLUOHHbIN.

4.2 PeBepBI/IpOBaHHbIe NCTOYHUKKN NUTAHNA ONA HO)KapHOVI CurHann3auum n aBToMaTuku.

JlnHenka nctounmnkoB nutanua "PUM", ceptudmumpoBanHbix no FOCT P 53325-2012. ICTOYHMKM
nuTaHusi ¢ MHpopMauuoHHbiM RS-485 uHtepdpencom. HoBble wkadbl gnsa pa3melleHms obopynoBaHust
OrC "WMC-12" n "WMNC-24" co BCTPOEHHLIMU UHTENNEKTYaNbHbIMW UCTOYHUKAMU MUTaHWS.

4.3 HoBasa nuHellka pe3epBUPOBAHHbIX MHOroKaHanbHblX ONOKOB MUTaHWUA AN CUCTEM
BUAEOHabnwaeHus.

4.4 Pe3epBMpOBaHHbIE MCTOYHUKM MUTAHUA CUCTEM aBTOMATU3aUMU C MNOALEPXKOW MPOTOKona
Modbus-RTU.

5. TlapTHepcKaa nporpamma. TexHn4yeckaa noaaepka.

MapTHepckui pa3spen Ha canTe bolid.ru. lNMonck ncnonHutTenen (MPoeKTPOBLLMKOB, MHCTaNNSATOPOB,
obcnyxusaroLmx opraHusauuin). PedtuHrn naptHepoB. [NprumMepbl BHEAPEHHbBIX NPoekToB. OcOBEeHHOCTH
OHMalnH TeCTMPOBaHUSA C Bbigayen aTTectaToB. Bonpockl, peliaemble TEXHNYECKON NOAAEPXKKON.

6. Bonpocbl NpoeKTpoBaHUsA cuctem 6esonacHocTy. ABTomaTM3aums
NPOEKTUPOBaHMUA.

Yacto BO3HMKalOWME BOMPOCbI MO HEOBXOAMMOCTU COCTaBfieHWs TMPOEKTHOM U pabouein
OOKYMEHTaLMKN, 3KCNepTM3e MPOEKTHON AOKYMEHTauMKn, YTBEPXAEHUU U MepeyTBepXaeHun pabouden
OOKYMeEHTaLuun.

BIM 2.0 mopenu o6opynosaHua NCO "Opuon".

7. AnnapaTHble peleHunn BVI,D,eOHa6mO,£I,eHMF|.
7.1 InHelika ceTeBbIX Kamep 1 BuaeopernctpatopoB. OCOBEHHOCTU U XapaKTEPUCTUKN.

7.2 AHanoroBble KaMepbl BbICOKOW YETKOCTU U BUAEOPErMCTpaTophl.
7.3 B3pblBO3aLLMLLEHHbIE pelleHns Onsa BUuaeoHabnoaeHms.

7.4 BapvaHTbl NPUMEHEHMNS Pa3fINYHbIX Kamep.

7.5 Akceccyapsbl o CUCTEM BUAEOHAbNI0AEHMS.

7.6 becnnatHoe MO ans KOH(UrypMpoBaHWs U opraHu3auun marsblX CUCTEM BuOeoHabnioaeHun
"OpwuoH Jlant".



8. CucTeMbl KOHTPONS U YyNpPaBAEHNS AOCTYMNOM.

8.1 YHuBepcarnbHble peLueHus.

Bnok "C2000-4", no3sonstoLmn ogHoBpeMeHHO opraHm3oBatb CK[, oxpaHHyo, TPEBOXHYIO 1
TEXHONMOrMYECKYH CUrHaNn3aLmio.

8.2 lNpodeccroHarnbHble peLleHus.

Kontponnep "C2000-2" n ero pexumbl paboTbl (oBepu, TypHUKeT, wnarbaym wno3). CnoxHble
pexumbl goctyna: antipassback, npaeuna 2 u 3 nuu, 4OCTyn No WabnoHy, CUHXPOHU3aLUNS HECKOSbKMX
TOYeK Mpoxoaa, MHTerpaumsa ¢ ankotectepamu.

HoBbin 6rok nutanma "PUNM-12 ucn.20" ¢ BO3MOXHOCTbIO YCTAHOBKM B HEFO KOHTPOMEpoB AOCTYNa.

8.3 buomeTpuyeckue peLleHus.

HoBas nuHelika 6uomeTpuyecknx KoHTponnepos. Co cuntbiBaTenemM otnevaTkoB nanbues: "C2000-
BioAccess-F22", "C2000-BioAccess-W2", ¢ dyHKumen pacnos3HaBaHua nuy "C2000-BioAccess-
SB101TC" n "C2000-BioAccess-SF10". HactonbHbil cuuTbiBaTernb otnedaTkoB nanbues "C2000-
BioAccess-ZK4500".

8.4 CuutbiBaTenu.

JuHeiika cuntbiBatenen "Proxy-5MS" ¢ dyHKLmMen "aHTukNoH". CoBMeLLEHHbIE CHUTbIBATENU KapT U
nuH-kogoB "Proxy-Key". MynbTudopmatHele cuntbiBatenu kapt EM-Marine, HID un Mifare Proxy-2,
Proxy-3.

9. CepTtudpukauymsa obopygosaHua OC, CKA n CBH B cooTBeTCTBUM C
TpeboBaHMAMM TpaHCNOPTHOM 6e3onacHoOCTy.

10.0praHun3auma KaHanoB cBA3K. [lepeaaya nsseweHnn. AnnapaTHas
nHTEerpauma.

10.1 MNepepnaya RS-485 n RS-232 wuHTepdencoB Ha pAanbHue auctaHuuu. [peobpasoBaTtenu
UHTEepPdENCOB.

Mpeobpazoeatenb "C2000-Ethernet" gna JIBC. MNpeobpa3osatenn "RS-FX" ans BOJIC. JluHelika
cepTuduumpoBaHHoro obopyaoBaHua ceTeBoro obopypoBaHusa: ceTeBon kommyTatop "Ethernet-SW8",
"Ethernet-FX". Bonpocbl NOCTPOEHUSI CUCTEM MNpPOTUBOMOXapHOW 3awutbl Ha 6Gaze JIBC. Hosbin
npeobpasosatenb "C2000-WiFi".

10.2 MNMepepaya nsseleHnin ot nokanbHbix MCO "OpuoH" Ha MNLO.

KommyHukaTtopbel "C2000-UT", "YO-4C", "C2000-PGE" gna I'TC, GSM wu Internet. APM pnsa
opranuzauuu NMUO "3ruga-3". CeptnduumnpoBanHein MNMMNO "Sruga” ona cucteMm noXxXapHoro MOHUTOPUHra.

10.3 AnnapaTHas uHTerpaums MCO "OpuoH" n CTOPOHHMX CUCTEM.

MpeobpazosaTens npoTokona MCO "OpuoH" B Modbus-RTU "C2000-IMM". Ceasb ¢ ACYTIM n ¢ CIMA.



11. APM "OpwoH Mpo".

11.1 Apxutektypa APM "OpwuoH lMpo".

CeteBble paboune mecta "Cepsep", "OnepaTmBHaa 3agaya" ("Appo onpoca" n "MoHutop"),
"AgMuHucTpatop 6a3bl AaHHbIX", "eHepaTop oTyeToB", "YueT paboyero BpemeHu", ux pyHKUMOHAnN u
NpYMeEHEHNe Ans pelieHns TUMOBbIX 3agad. VIHTerpaumsa C cUCTeMaMu XpaHEeHUs KITlo4en, MEerKuX
npegMeToB W 3NEKTPOHHbIMM celldpamm - [1O  "OnekTpoHHbIn cend". JlvueHampoBaHue [10.
PezepBupoBaHne moaynen.

11.2 BapuaHTbl nogkntoveHus pasnuynbix noacnctem MCO "Opuon" k K.

Oco6eHHOCTM NOAKIIOYEHMS CUCTEM NPOTUBOMOXAPHON 3aLUUTbI, OXPaHHOW curHanu3auum n CKO,.
Mcnonb3oBaHne pa3nuuHbiX MHopMaUunoHHbIX HTepdencos (RS-232, USB, J1BC), MNMpuem nsBeLleHui
OT yAaneHHbIx 06beKkToB. AgpecHasi eMKocTb "Anpa onpoca".

11.3 CepTtudmumpoBaHHoe pelueHue Ha 6ase APM "OpuoH Mpo" gns cuctemM NpoTnBONOXapHoOW
3awmTbl - LMY "OpuoH".

11.4 "Bropo nponyckos" HoBbIN (pyHKLUMOHaAN yyeTa nocetTuTene.
AnropuTtmbl gonycka u pernctpauum nocetutenen. MO "CkaHep".
11.5 UHTerpauus ¢ supgeoHabnogeHneM. Bugeocucrema "OpuoH Mpo”,

WuTerpauus c MO cuctem BuageoHabnogeHnsa cTopoHHux nponssoputenen ("Nntennekt", "Trassir",
"Macroscop" n op.)

Bugeocuctema "OpuoH Mpo". PaboTa c IP-kamepamu, Bugeopervctpatopamu. Mogynb
pacno3HaBaHusa aBTOMOOUIbHbIX HoMepoB "OpunoH ABTO".

11.6 UHTerpaumsa c MO ctopoHHnx npoussoautenen (ERP n SCADA).

WHTerpauns ¢ ERP-cuctemamu. Mopgynb cesa3n APM "OpuoH Mpo" u 1C 8. Moaynb uHterpawmm
APM "OpuoH lMpo". YPB ana 1C 8.

Cssa3b co SCADA-cuctemamn. OPC-cepsep APM "OpwuoH Mpo".
11.7 NHTerpaums c cucteMamy XpaHeHUs KIloYen u Menkux npegMeTos.

11.8 MobunbHoe npunoxenue ana APM "OpwuoH lNpo".

12. Hosbint MMAKYM "Cupunyc”

TexHuyYeckme xapakTepucTuku, apxuTektypa (konbueBon RS-485, nepekpecTHble CBA3U MexAay
MNKYyM), web-untepceinc.





